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Abstract: The assessment of the state of security of socio-
economic systems in the context of regions is important,
taking into account the peculiarities of their differentiation
and the impact of external and internal environmental
factors. There are many approaches to diagnosing the
security of regions, but to a greater extent, standardized
assessment mechanisms are based on the definition of
criteria, threats, indicators, thresholds, and risk zones. The
authors of the article proposed a model for diagnosing the
security and sustainability of regional ecosystems based on a
hierarchical structure of 58 low-level indicators grouped into
6 main projections and 15 sub-projections. The indicators
were assessed at a scoring scale from 1 to 100 points based
on the threshold levels of security and the method of
piecewise linear scaling with the definition of three
qualitative levels of security of regional ecosystems: low,
medium (or average) and high level of security. The
recommended methodology makes it possible to rank the
Russian Federation members by the level of security and the
level of threats in general and in the context of projections
and sub projections, as well as to form maps of risks and
security threats for the Russian Federation members.

Keywords: economic security, regional ecosystems, threats,
indicators, projections, ecosystem security diagnostics

based on relative safety indicators is of great
importance. This helps to increase the

In modern conditions, both in Russia and
abroad, diagnostics of the security and
sustainability of regional development is of
great importance. Threats and risks of
regional development are increasing every
day due to the impact of external economic
environment factors. In addition, the
differentiation of Russian regions, their
different  development conditions are
essential. Positions of regions in security
ratings differ significantly (Karanina &
Karaulov, 2023). Under these conditions, the
role of qualitative diagnostics of factors
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objectivity and accuracy of diagnostics and
in the process of comparative (rating)
analysis.

Today, there are many approaches to
diagnosing national and regional safety
indicators. When constructing a system of
indicators, one should first of all refer to the
legal basis for their determination.

According to the Strategy, official statistical
information is generated to analyze the state
of Russia's economic security. The website
of federal Service state statistics presents 40
indicators of various dimensions and
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frequency of development for the analysis
(Information for the analysis of indicators of
the state of economic security of the Russian
Federation, n.d). In some cases, these
indicators are additionally considered in the
regional aspect. The methodology for
assessing indicators of regional security was
considered by various researchers, in
particular, in models Senchagov et al.
(2012). But indicators of the national
economic security are not used as a basis for
developing methods and tools for monitoring
the security of regional socio-economic
systems (Karanina and Karaulov, 2023).

The authors of this article consider the issues
of diagnosing indicators of the security of
ecosystems in the regions of Russia on the
basis of the author's concept and models of
resilience-diagnostics (Karanina &
Karaulov, 2021, 2023; Karanina et al.,
2022), but in the last publication, used
system of indicators only partially
corresponds to the indicators defined in the
framework of the Strategy for Economic
Security of Russia. Most of the authors'
research was related to the development of a
comprehensive system of indicators and
monitoring of socio-economic security at the
regional level (Karanina & Loginov, 2017;
Loginov & Karanina, 2016), the conclusions
about the need to improve the methodology
of indicative assessment from the position of
revision as a system of indicators and
refinement of the approach to diagnostics
were drawn.

The following research objectives were set:

- to compile a system of indicators of the
security of regional ecosystems (SRES)
(Karanina & Karaulov, 2023) - regions of
Russia on the basis of 40 specific indicators,
based on national indicators;

- to group indicators of the ecosystem
security (ESS) of the Russian Federation
members from the standpoint of assessing
individual projections and subprojections;

- to develop a methodology for assessing the
ESS of individual projections and
subprojections, and in Russia as a whole in
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the context of all regions;

- to test the proposed model for diagnosing
SRES in the Russian Federation on the basis
of open statistical data for the regions.

2. Model development and testing

The first publications related to the problems
of the economic security in domestic science
appeared relatively recently. For the first
time, these questions began to be raised
under the leadership of Academician
Abalkin (1994), who began a comprehensive
study of this issue. In the future, many
authors developed approaches to
determining a set of parameters and safety
indicators, in particular, they are widely
known and used as a basis for refining the
development of the Senchagov (1995, 2001,
2005), Glazyev (1997) and Tatarkin et al.
(1996, 1997), who determined the complex
nature and differentiation of indicators
according to the most important components
characterizing  the  sovereignty  and
sustainability of the economy, investment,
financial and social spheres.

2.1. Theoreticalbasis

The author's approach assumes the
relationship between the economic security
and the security of ecosystems. The
economic security as the security of an
ecosystem is a category that characterizes
the ability of a system to function
sustainably over a long period, including
under the negative impact of environmental
factors. The security of socio-economic
systems is a broad concept that involves the
assessment of a set of factors and indicators
of socio-economic development. Taking into
account the significance and complexity of
the set of indicators covering social,
financial, credit, environmental, technical
and technological and other components of
regional development, it is appropriate to use
the term "safety of regional ecosystems"”,
which determines their basic features:
rationality and complexity. Therefore, taking
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into account these aspects, it is more logical
to apply the concept of “ecosystem security”
(ESS).

ESS can be considered at macro- and
mesolevels. It is also quite natural to single
out the local level of the security of an
enterprise (organization) as an ecosystem.
Then the formation of the components will
depend on the specifics, on the scale of the
enterprise and other factors, but the
following system of components can be
quite universal: legal, financial, personnel,
technical and technological,  market,
information, etc.

The ESS level is determined on the basis of
indicators that essentially characterize the
potential for development and sustainability
in the face of changing environmental
factors (in modern conditions, these are
international sanctions and other economic
and political shocks).

The potential of the ecosystem is formed in
order to ensure countering threats. It is in the
conditions of exceeding it above the
threshold level that a sufficient level of
security for the regional ecosystem is
ensured, which is able to withstand threats
and determine the basis for sustainable
development (Karanina & Karaulov, 2023).

Diagnostics of the security of functioning of
ecosystems can be built on the basis of an
integral indicator (the well-being function of
the system) and the well-being functions of
the main components of the ecosystem. In
turn, the main components are formed from
separate interconnected elements. Thus, a
certain structure of the ecosystem is fixed.

From the standpoint of the systematic
approach and the concept of SRES, the study
of security issues of the national economy
and the Russian Federation members should
be of a general nature. Another criterion for
the formation of a system of ESS indicators
is the availability of available data in open
sources for all the Russian Federation
members in the context of the last five or
more years. This requirement for a time
period is based on the following hypothesis

of the authors: the category “the economic
security” of the economic system, “the
ecosystem security” characterizes a certain
resistance and resilience-stability of the
system - the ability to resist the negative
effects of the external and internal
environment and, upon completion of such
an impact, return to an acceptable level of
functioning in the short term, at least in the
medium term. In the first case, this ability of
the system can characterize a high level of
the system security, and in the latter case - a
reduced level of the security with the same
nature of the negative impact. Additionally,
adaptability can be considered one of the
characteristics of the resilience-stability,
which is the ability of the system to change
locally, but retain the most important
components of its structure and functional
performance under internal/external negative
influences. With a long-term negative impact
on the system, adaptation can be expressed
in significant structural changes in the
security system. Therefore, the assessment of
the security status of a large system in a
short period reflects only its response to
external/internal influences: a negative
impact worsens the parameters of the current
functioning, and a positive impact improves
such parameters. The assessment of the
current level of the system security must be
carried out in the medium term, and an
adequate assessment of changes in the level
of the system security in most cases can be
obtained in the long term, for example, when
comparing the economic system security
indicators with a time lag of 3-5 years.

The economic security of the Russian
Federation members as systems should also
be considered from the standpoint of the
ecosystems of the English botanist Arthur
Tansley: local communities (systems)
interacting with each other and the
environment; for development, these systems
compete and cooperate with each other.
Ecosystem security is formed in the
interconnection of all elements of the
circular economy and is determined by the
exchange of resources both in the internal
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regional and in external markets. It combines
all aspects of the security of the social
environment, the financial sector, production
and foreign economic activity. The Russian
Federation members jointly evolve as local
ecosystem communities and adapt to
changing external conditions. Therefore, the
level of international integration plays an
important role in assessing the security of
members as ecosystems. When the level of
international integration is very high, the
factors of interaction between regional
entities and foreign partners will have an
impact on the level of security to a greater
extent. The world community as a whole is
heterogeneous and it is important to
understand the nature of such international
integration. The most reliable and stable
integration of the Russian Federation with
the CIS countries, as it is due to historical
ties of common development.

2.2. Data and methods

Taking into account the outlined approaches,
the principles for developing a system for
diagnosing regional ecosystems were laid
down:

e A Thierarchical structure of the
ecosystem is built on the basis of a
system of indicators.

e The indicators are based on
objective quantitative data from
open sources for a long (5 or more
years) period.

e An integral indicator is formed
from the indicators of the
components and individual
elements of the system of indicators
according to the principle of
convolution, taking into account the
structure of the ecosystem.

e Assessment of ESS as a whole and
its components is carried out on the
basis of well-being functions and
threshold levels of well-being:
upper and lower (positive and
negative). At the negative threshold
level the well-being function takes
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on the minimum value, and at the
positive threshold level - the
maximum value.

e The location of the ecosystem and its
elements away from the negative
threshold level ensures their
sustainable and long-term
functioning, including from the
standpoint of preserving the spatial
and temporal structure of the
ecosystem.

e The ESS level reflects the state of
well-being — how far or close the
ecosystem or its components are
from the negative threshold.

e Beyond the negative threshold the
ecosystem and its most important
components cannot exist for a long
time without external support and
they are destroyed. The presence of
the ecosystem and its components
near the negative threshold can also
lead to the destruction of the
system. Beyond the positive
threshold the well-being function
does not change and takes on the
maximum value.

e Assessment of the level of ESS and
its components in dynamics by
regions calls for a high-quality
comprehensive  assessment  of
security risks and threats, a reliable
comparison and rating of the
efficiency and safety of regional
ecosystems.

2.3. Diagnostic model

Taking into account the tasks set and the
principles for developing the diagnostic
system, 58 regional indicators were formed -
analogues of the indicators of the Russian
Federation ESS Strategy.

Figure 1 shows the system of indicators is
grouped in the form of a hierarchical model
of indicators for diagnosing the security of a
regional ecosystem.
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Figure 1. Systems of indicators
Sources: calculated by the authors

At the first level there are 6 main elements-
indicators of ESS - projections: SED -
"Security of economic development”, FS -
"Financial security”, SEEI — "Security of
external economic integration”, TTS -
"Technical and technological security",
ERMS — "Energy -raw material security”, SS
— “Social security”.

The SEEI projection makes it possible to
assess the interaction of regional ecosystems
with external ecosystems, for example, how
positive and homogeneous this interaction is.
Indicators of integration with the CIS
countries and far-abroad countries allow us to
study the structure of integration. Therefore,
a large number of indicators of the
integration of regional ecosystems are
distinguished in the diagnostic model.

At the second level of the hierarchical
diagnostic model, there are subprojections
that characterize certain aspects/specifics of
the main projections of ESS. Each projection
includes two to three subprojections.

Sub-projections contain from three to nine
ESS indicators. For a relative balancing of
the assessment of SRES, indicators are used
with weighting factors so that the total weight
of all indicators of the subprojection is from

2 to 3, and the total weight of all indicators of
the projection is from 6 to 9. The base weight
of the indicator is 1 or 100%. In some cases,
the use of one indicator may not always be
correct, for example, due to the "base effect".
Thus, the ratio of the balance of foreign
direct investment to exports in percentage
terms can be significant even with small
volumes of exports. Therefore, such
indicators should be considered in tandem
with absolute indicators and indicators should
be used with half weight.

The structure of the ESS of the region is
presented in Table 1.

In general, the hierarchical model for
diagnosing SRES in the Russian Federation
consists of 58 indicators located at the third
level of the hierarchy. They are grouped into
15 subprojections located on the second
level of the hierarchy. The latter are included
in 6 main projections of the first level of the
hierarchy. Relative indicators express the
essence of the structure, dynamics or
performance; absolute — the scale of
functioning per capita, per unit of FCB, etc.
This approach allows comparing the state of
the ESS of the constituent entities in
different periods and among themselves.
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Table 1. Indicators of economic security of the Russian Federation members: projections and

subprojections

Ne Projections Ne Subprojections
1 SED — Security of economic | 1.1 |LSD - level and structure of development
development 1.2 | DED - general dynamics of economic development

2.1 | LSFS - level and sustainability of financial security

2 | FS - Financial security 2.2

DPD — domestic public debt

2.3 | EPD — external public debt

3.1 |IEC - import/ export of capital

SEEI - Security of external

3 economic integration 3.2 | LEEI — level of external economic integration
3.3 | DEEI — dynamics of external economic integration
4 TTS — Technical and 4.1 |LInvD — level of investment development
technological security 4.2 |LInnD - level of innovative development
5 ERMS — Energy -raw 5.1 |RMS —raw material security
material security 5.2 | EnB — Energy Security
6.1 |SL —standard of living
6 |SS - Social security 6.2 | CS — consumer security

6.3 | PS — personnel security

Sources: compiled by the authors

This system of indicators of SRES of the
Russian Federation should be considered as
a basic one. The result of the assessment is a
set of values of indicators and levels of ESS,
taking into account the structure of security,
moved into a point scale and qualitative
interpretations of security levels (low,
medium and high): the general (integral)
indicator of ESS — FESSI, security indicators
of the projections of SED, FS, SEEI, TTS,
ERMS and SS, as well as their
subprojections and individual indicators.

The indicators in Table 1 are divided into
three types: x;x, ¥ijx and zj,, Where i
and j are numbers of the projection and
subprojection, which include the indicator;
kis the number of the indicator in the
subprojection. For the indicators x;;, a
higher value indicates a higher level of
system security or lower risks, and for y; ;
it is vice versa: a higher value indicates a
lower level of system security and higher
risks of unstable functioning. The indicator
z; j assesses the degree of deviation from
some "norm" z}; .. an increase in deviation
leads to a decrease in the level of security.
Initial indicators x; j, y;jx and z; ;. using
security thresholds  x/;, > x{ ;4. ¥k >
Yijk Zitk > zi'x are moved by the method
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piecewise linear scaling into indicators X; ; x,
Y;jx and Z; j ., measured on the point scale
from 1 point to 100 points:
ifo jp < xl-l,j’k,then X; jx = 1point,
if x; j 5 > x[“]-'k,then X; jx = 100 points,

_ "irirk_xll.j,k .
else X j, = o 99 + 1 point;

Lk~ i)k
1)
if y; jx < ik thenY;, = 100 points,
if yijx > yi’fj'k,then Y;jx = 1 point,

U
elseY, ;. = (1—?”‘73/"”‘)-99+1point;
7 Yijk~Vijk
2
: lh
(if |2ij = 20 k| > 20 — 2040
4 then Z; j, = 1 point,
|Z" ik — 2?1. kl
Lelse Zijk = (1 - 1”11—:1] - 99 + 1 point,
Zijjk ~ Zijk
€))

u lh
Z{ 42z . .
where z[';, = =% is considered as the

normative (most desirable) value of the
indicator, and z, <z, - low level
thresholds — deviations from the normative
value z';,. The indicators X;;,, Y; ;. and
Z; jx can also be referred to as X; ; , with the
corresponding indices for uniformity.
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Beyond the threshold levels, the security
does not change and is assessed accordingly
at 100 points - a high level of the system
security or 1 point — a low level of the
system security. For the indicators of the
type z;;, outside the thresholds z';, and
z{" , alow security level of 1 point is fixed.

The indicators of the subprojection X; ; are
calculated as an additive convolution of the
individual indicators included in it. The
weight coefficients are the shares of their
weights, presented in Table 2, in the total
sum of the weights of the subprojection
indicators. For example,

DED = X,,
1 1
CXipat o Xius 5 X6+ X117

1+Z+2+1
X114— X115 X116 X117
= CLud TS | TLe | T (g
3 6 6 3 W

The indicators of the projection X; are
calculated in a similar way, as the weighted
average of its subprojections or indicators.
For example,

3X,, 3X
SED =X, = 61'1 + 61'2 =

X1,1,1+X11,2+X1,1,3+X1,1,4+0,5X115+0,5X1 16+X11,7

6
Q)
The final (integral) ESS indicator (FESSI, X)
is calculated of the projections:

FESSI = X = ¢/X, - X, - ...- X. (6)
The model assumes that different ESS
projections reflect independent or weakly
dependent characteristics of the security
system, i.e. the ability to compensate for
some projections at the expense of others
should be minimized. Therefore, to calculate
the integral indicator X, the geometric mean
of the projections X;—X; is used.

The use of the arithmetic mean formula
allows compensation for the effect of
compensating for small values of some
indicators by large values of other indicators.
Within the framework of one projection, this
is permissible, moreover, shortcomings of

one indicator can be compensated by another
indicator in the projection, i.e., they can be
interchangeable.

Thus, the values of sub-projections,
projections and the ESS integral indicator
are calculated on a scoring scale from 1
point to 100 points. 1 point means a low
level of ESS and a high level of risk of
instability in the functioning of the regional
ecosystem; 100 points mean a high level of
ESS. A high level of ESS for a separate
indicator creates the prerequisites for the
sustainable functioning of the regional
ecosystem from the standpoint of the
indicator under consideration. Sustainable
functioning in the current conditions makes
it possible for long-term development and
reaching a new qualitative level of
functioning of the regional ecosystem. To
achieve this goal, a high level of security of
the integrated system of ESS indicators is
required.

The indicator values in the scoring scale are
presented in integer form according to the
usual mathematical rules. The result has a
qualitative interpretation of the ESS level:

e less than 34 points — low level of
ESS;

e from 34 points and less than 67
points — medium (or average) level
of ESS;

e upwards of 67 points — high level of
ESS.

Threshold levels were used to convert to a
scoring scale. When determining the
thresholds, various approaches were used:
taking into account target / normative values,
etc., as well as those used in the world
practice and by leading  scientists
(Senchagov & Mityakov, 2011; Avdiyskiy &
Senchagov 2014; Kusi-Sarpong et al., 2018;
Velichko et al., 2015; Kashin et al., 2021).
Additionally, the average values of
mindicators and their standard deviations o
for the Russian Federation in 2010-2014
were studied and the dynamics of the
indicators themselves for 2000-2020 (see
table 2).
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Table 2.Average values of the indicators of economic security in the Russian Federation in
2010-2014 and their threshold values — fragment (compiled and calculated by the authors)

Upper
. Average m for | Low threshold
Ne | Code Indicator 9010-2014 x thr}f’thld
i,j.k
1 |1,1,1 |GRP percapita, FCB 33.8 24.0 48.0
2 | 1,1,2 |Share of investments in GRP, % 24.4 15.0 30.0
3 | 1,1,3 |Degree of depreciation of fixed assets (FA),% 48.1 30.0 60.0
4 | 1,2,1 |Labor productivity index, % 102.7 100.0 106.0
5 11,2,2 |GRP volume index, % 103.2 100.0 106.0

2.4. Research results

Approbation of the diagnostic model for
regional ecosystems showed that, in general,
in the country for the period 2016-2020 the
average level of FEESI turned out to be
slightly lower than the average level for
2010-2014. In 2019, FEESI exceeded the
average of 2010-2014 by only one point, and
in 2020, due to the impact of Covid-19, it
decreased by 14 points. In 2019, in the

context of the Russian Federation members,
there are two members — the Magadan region
and the city of Moscow showed a high level
of ESS and two members shoed a low level —
the Chechen and Kabardino-Balkarian
Republics. In 2020, only one subject
remained with a high level - the Murmansk
region, and already seven subjects became
low. Average for the period 2016-2020. three
regions each had low and high FEESI levels
(see table 3).

Table 3. Integral index and security rating of regional ecosystems — fragment (by the authors)

The Russian Federation member __2020 _ 2019 2016-2020 2010-2014
Points | Place | Points | Place | Points | Place | Points | Place
The Russian Federation 49 63 58 62
the Murmansk Region 71 1 66 4 68 3 52 34
the Magadan Region 64 2 68 1 69 2 63 6
the city of Moscow 63 3 67 2 67 4 64 5
the Belgorod Region 59 4 64 6 57 13 62 9
the Tyumen Reglgn without the 59 5 63 8 69 1 43 72
Autonomous Region
the Republic of Tatarstan 58 6 67 3 64 6 68 1
the Khabarovsk region 58 7 57 19 58 12 58 15
the Chukotka Autonomous
Region 57 8 64 5 56 17 52 38
the Kursk Region 56 9 62 9 61 7 56 22
the Kamchatka Region 55 10 52 34 58 11 48 53
the Republic of Tyva 37 76 46 59 40 71 49 49
the Kab_ardmo-BaIkanan 36 77 3 85 34 80 38 79
Republic
the Ulyanovsk region 35 78 46 60 40 70 51 41
the Chechen Republic 34 79 33 84 34 81 38 78
the Republic of Ingushetia 33 80 36 81 32 83 46 64
the Kurgan region 33 81 42 68 32 84 38 81
the Republic of Crimea 32 82 38 77 38 75 14 84
Krasnodar Krai 32 83 35 83 37 77 50 44
the Altai Republic 32 84 44 65 45 52 41 75
the Karachayevo-Cherkessian 28 85 37 80 28 85 40 76
Republic
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In the context of projections and the Russian
Federation members, the level of ESS is
heterogeneous. In 2019-2020 the best
environment regards the financial security as

a high level of ESS prevails. The worst
situation is for the projections "Technical and
technological security" and "Social security"
(see tables 4-6).

Table 4. Index and rating of SRES in the context of the projections SED and FS — fragment

The Russian Federation SED 2020 SED 2019 FS 2020 FS 2019
member Points | Place | Points | Place | Points | Place | Points | Place

The Russian Federation 37 57 78 88
the Murmansk Region 70 4 84 2 87 3 84 18
the Magadan Region 77 1 83 4 73 43 76 57
the city of Moscow 69 6 64 20 85 7 91 7
the Belgorod Region 47 33 59 28 83 13 86 13
the Tyumen Reglc_m without the 58 15 55 37 88 2 94 4
Autonomous Region
the Republic of Tatarstan 40 40 66 16 62 78 76 56
the Khabarovsk region 50 29 53 41 76 31 75 60
the Qhukotka Autonomous 51 2% 76 8 75 37 78 40
Region
the Kursk Region 63 8 63 22 79 20 86 14
the Kamchatka Region 36 52 35 74 73 49 75 64
the Republic of Tyva 29 67 42 55 85 5 89 9
the Kapardlno-BaIkarlan 60 12 35 72 77 30 73 69
Republic
the Ulyanovsk region 32 60 43 53 60 83 71 77
the Chechen Republic 74 3 69 11 85 6 85 15
the Republic of Ingushetia 39 41 55 35 80 15 84 20
the Kurgan region 12 85 44 50 72 56 79 39
the Republic of Crimea 42 39 54 40 91 1 96 1
Krasnodar Krai 32 61 37 68 73 47 70 80
the Altai Republic 58 14 64 21 83 12 91 8
the Karfachayevo-Cherkessmn 30 66 66 18 80 18 83 29
Republic

Sources: calculated by the authors

Table 5. Index and rating of SRES in the context of the projections SEEI and TTS — fragment

The Russian Federation SEEI 2020 SEEI 2019 TTS 2020 TTS 2019
member Points | Place | Points | Place | Points | Place | Points | Place

The Russian Federation 53 63 40 45
the Murmansk Region 58 20 53 46 69 4 44 34
the Magadan Region 72 3 74 1 37 48 46 32
the city of Moscow 58 21 59 22 60 12 61 12
the Belgorod Region 69 5 63 13 53 20 71 6
the Tyumen Reglt_)n without the 36 80 6 64 65 7 53 29
Autonomous Region
the Republic of Tatarstan 63 12 60 20 61 10 58 16
the Khabarovsk region 62 15 57 35 67 5 60 13
the (_Zhukotka Autonomous 68 6 64 12 3 53 40 a
Region
the Kursk Region 63 14 59 24 39 46 51 26
the Kamchatka Region 57 25 56 37 56 17 52 23
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Table 5. Index and rating of SRES in the context of the projections SEEI and TTS — fragment

(continued)

The Russian Federation SEEI 2020 SEEI 2019 TTS 2020 TTS 2019
member Points | Place | Points | Place | Points | Place | Points | Place

the Republic of Tyva 42 69 49 58 26 62 36 49
the Kab_ardlno-BaIkarlan 53 40 51 51 2 65 21 74
Republic
the Ulyanovsk region 34 84 57 30 60 13 69 7
the Chechen Republic 48 55 67 8 22 72 10 85
the Republic of Ingushetia 48 54 48 61 11 84 12 83
the Kurgan region 55 28 71 3 43 42 50 29
the Republic of Crimea 41 72 50 53 17 80 19 75
Krasnodar Krai 39 79 37 81 11 83 14 82
the Altai Republic 60 19 59 21 12 82 32 56
the Kargchayevo-Cherkessmn 46 62 57 31 9 85 15 80
Republic

Sources: calculated by the authors

Table 6. Index and rating of SRES in the context of the projecti

ons ERMS and SS — fragment

The Russian Federation ERMS 2020 ERMS 2019 SS 2020 SS 2019
member Points | Place | Points | Place | Points | Place | Points | Place

The Russian Federation 56 79 41 58
the Murmansk Region 79 3 79 7 64 4 66 14
the Magadan Region 72 8 75 11 62 7 63 17
the city of Moscow 44 32 60 22 68 1 72 4
the Belgorod Region 49 28 44 38 63 6 68 11
the Tyumen Reglc_)n without the 58 19 78 9 62 8 66 12
Autonomous Region
the Republic of Tatarstan 64 14 78 8 64 5 66 13
the Khabarovsk region 41 38 41 40 57 12 64 15
the (_Zhukotka Autonomous 73 6 76 10 57 13 61 20
Region
the Kursk Region 58 18 59 23 45 32 61 19
the Kamchatka Region 62 15 45 35 51 22 57 28
the Republic of Tyva 36 43 36 51 26 74 38 73
the Kab_ardmo-BaIkarlan 18 79 18 79 20 80 29 83
Republic
the Ulyanovsk region 20 76 19 76 25 77 40 72
the Chechen Republic 16 84 21 74 14 84 16 85
the Republic of Ingushetia 29 62 39 45 27 72 22 84
the Kurgan region 30 56 17 81 20 81 27 79
the Republic of Crimea 16 85 16 83 25 76 42 68
Krasnodar Krai 24 69 24 71 43 39 59 25
the Altai Republic 17 80 24 70 16 83 26 80
the Kar_achayevo-Cherkessmn 20 75 29 73 29 79 23 82
Republic

Sources: calculated by the authors
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The spread of Covid-19 in the Russian
Federation had a greater impact on the
Economic Development Security (SED) and
Energy and Raw Materials Security (ERMS)
projections — compared to 2019, safety
indicators decreased by 20 points or more. In
the Social Security (SS) projection, the
decrease was 16.5 points. Least of all, the
impact affected the projection "Technical and
technological safety” (TTS) — the decrease
was only 5 points.

In the regions there have been
multidirectional changes both among leaders
and outsiders. Thus, among the leaders of the
overall rating, the SED indicator increased by
5 points in Moscow and by 14 positions in
the SED rating, and in Tatarstan, the SED
indicator decreased by 26 points and by 26
positions in the SED rating. Among the
outsiders, the SED indicator increased by 25
points and 60 positions in the SED rating for
the Kabardino-Balkarian Republic, and
decreased by 36 points and 48 positions in
the SED rating for the Karachay-Cherkess
Republic. Among all subjects, the largest
increase in the SED indicator in the Lipetsk
region - by 30 points and 66 positions in the
SED rating, and the largest decrease — 54
points and 65 positions in the SED rating in
Sevastopol.

Among the leaders and outsiders of the
overall rating, the largest decrease in FS
occurred in the Tatarstan — 14 points and 22
positions in the FS rating; the largest increase
in the Khabarovsk Territory — by 1 point and
29 positions in the FS rating, in the
Kabardino-Balkarian Republic — an increase
of 4 points and 39 positions in the FS rating.
Among all subjects, the largest decrease in
the Republic of Crimea — by 21 points and 60
positions in the FS rating, the largest increase
in the Krasnoyarsk Territory — by 13 points
and 69 positions in the FS rating.

In the SEEI projection, among the leaders of
the overall rating, the largest decrease
occurred in the Tyumen region without

autonomous regions — 10 points and 16
positions in the SEEI rating. Among all
subjects, the largest decrease in SEEI in the
Ulyanovsk region — 23 points and 54
positions in the SEEI rating, and the largest
increase - in the Astrakhan region — 22 points
and 62 positions in the SEEI rating.

In the TTS projection, among the leaders and
outsiders of the overall ranking, the
Murmansk region showed the highest growth
— 25 points and 30 positions in the TTS
ranking, the Chechen Republic — 12 points
and 13 positions in the TTS ranking. Among
all regions, the largest growth in the
Arkhangelsk region without the Nenets
Autonomous Okrug — 36 points and 51
positions in the TSS rating. The greatest
decrease in the Republic of Adygea — by 36
points and by 55 positions in the TSS rating.

The ERMS indicator among the leaders of
the overall rating decreased by more than 16
points in Moscow and the Tyumen region
without autonomous regions, and in the
Kamchatka Territory it increased by 17
points — the best indicator among all regions.
The largest decrease in ERMS among 85
subjects occurred in the Arkhangelsk region
without the Nenets Autonomous Okrug — 21
points. Among outsiders, the largest increase
in ERMS in 2020 occurred in the Kurgan
region — 13 points, and the largest decrease in
the Republic of Ingushetia - 10 points.

In the SS projection, there was a decrease in
the indicator in almost all subjects. In 41
regions, the decrease was 10 or more points.
The Moscow region turned out to be the
leader in terms of decrease in the indicator -
almost 20 points. The maximum growth was
recorded in the Republic of Ingushetia — 5
points.

Thus, Covid-19 has had a significant and
diverse impact on the state of the ESS
regions. Figures 2 and 3 show that the state
of the ESS is revealed in more detail by
detailing the projections in the context of
subprojections.
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the Murmansk Region: in 2020 FESSI =71
SED = 70 FB =287 SEFI = 58 TTS =69 |ERMS=79 SS =64
LD DED LSFS DPD IEC LEEI DEEI LinvD (LInnD| RMS | EnB s Cs PS
70| 70 88 71 68 39 71 95 | 43| 89| 69 73 | 32 [ 87
the Murmansk Region: in 2019 FESSI = 66
SED = 84 FB=284 SEEI = 53 TTS =44 |ERMS=79 S5 =66
LD DED LSES DFD IEC LEEI DEEI LinvD (LInnD| RMS | EnB SL Cs Ps
70 | 98 85 68 63 39 60 70 17 (91| 67| 71 | 38 | 88
the Magadan Region: in 2020 FESSI = 64
SED =177 FB=173 SEEL = 72 TIS =37 |ERMS=72 S5=62
LD DED LSFS DPFD IEC LEEI DEEL LInvD (LInnD| RMS | EnB S Cs Ps
57 97 80 36 53 81 76 65 10 | 63 | 81 74 23 | 89
the Magadan Region: in 2019 FESSI =68
SED = 83 FB=76 SEEI = 74 TTS =46 [ERMS=75 S5 =063
LD DED LSFS DPD IEC LEEI DEEI LinvD (LInnD| RMS | EnB S Cs PS
68 97 90 31 45 84 84 67 24 | 78 | 72 72 20 | 89
the city of Moscow: in 2020 FESSI =63
SED = 60 FB=285 SEEIL= 58 TTS =60 |[ERMS=44 SS=68
LD DED LSF8 DPFD IEC LEEI DEEI LInvD (LInnD| RMS | EnB i cs P8
73 64 65 99 62 71 41 77 43| 6 | 69 61 64 | 80
the city of Moscow: in 2019 FESSI =67
SED = 64 FB=1901 SEEI = 59 TIS =61 [ERMS=60 S5=72
LD DED LSFS DPD IEC LEEI DEEI LinvD (LInnD| RME | EnB s Cs PS
70 58 79 99 61 70 48 89 33| 44| 71 59 74 | 84
| [ 5 T 5 [ & ] |
Designations: | minimum | low level ‘ medium level | high level ‘ maximum ‘

Figure 2. Heat map of the state of projections and subprojections of the top three in the FESSI

rating in 2020
Sources: calculated by the authors

Krasnodar Krai: in 2020 FESSI = 32

SED =32 FB=73 SEFI = 39 TIS=11 [ERMS=24 S5=43
LsD DED LSFS DPD IEC LEEL DEEI LiavD [LInaD)| EnB L cs Ps
47 18 55 73 5 24 43 19 4 47 43 52 |32
Krasnodar Krai: in 2019 FESSI = 35
SED =37 FB=170 SEEI = 37 TTS = 14 |ERMS=24 S5=59
LsD DED L5FS DPD IEC LEEL DEEI LinvD [LInaD)| EnB L Cs Ps
47 | 28 52 67 47 28 40 26 2 46 41 70 | 65
the Altai Republic: in 2020 FESSI = 32
SED =358 FB =283 SEEI = 60 TIS=12 [ERMS=17 85=16
L$D | DED | LSFS | DPD [EC | LEEI DEET LInvD [LEaaD| RMS | EnB | & P§
4| 73 75 76 56 52 71 7 | 18| 2 [33] 27 21
the Altai Republic: in 2019 FESSI = 44
SED = 64 FB =91 SEEI = 59 TTS =32 |[ERMS=24 SS5=26
L$D | DED | LSFS | DPD [EC | LEEI DEET RMS [EqB | S | CS | S
61 68 96 74 63 46 70 47 17 | 11 | 37 27 34| 18
the Karachayevo-Cherkessian Republic: in 2020 FESSI =28
SED =30 FB=380 SEEI = 46 TIS =9 [ERMS=20 SS=22
LD DED LSFS DPD IEC LEEI DEEI LInvD [LInnD| EnB P3
42 18 65 81 64 44 36 9 10 39 27 38
the Karachayevo-Cherkessian Republic: in 2019 FESSI =37
SED = 66 FB =83 SEEI = 57 TIS=15 |[ERMS=22 S5=23
LD DED LSFS DPD IEC LEEI DEEI LInvD [LInnD| EnB L cs P3
56 | 75 74 81 65 50 58 22 7 43 25 9 |36

Figure 3. Heat map of the state of projections and subprojections of the top three outsiders in
the FESSI rating in 2020

Sources: calculated by the authors
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Comparison of heat maps of leaders and
outsiders shows that there is a significant gap
in the provision of SRES. Among outsiders,
the main threats are manifested in the TTS,
ERMS and SS projections, the LINND, RMS
and CS subprojections cause particular
concern. The minimum values of the RMS
and CS subprojections indicate that the
indicators of the lower level included in them
take values less than the lower threshold
levels of safety. Therefore, in some outsider
regions, the most dangerous impact of the
spread of Covid-19 has affected consumer
safety. The negative impact of Codid-19 also
manifested itself in the leading regions — in
some of them there was a decrease in CS to a
low level. The condition in the LINnND and
RMS subprojections generally remained
independent of Covid-19.

The proposed model can be supplemented
with new indicators for solving special
security problems. So, to study the dynamics
of integration of regions with the CIS
countries and with non-CIS countries, on the
basis of 58 low-level security indicators,
additional group indicators were formed:
“Dynamics of external economic integration
with CIS countries” and “Dynamics of
external economic integration with non-CIS
countries”.

The study of the impact of the sanctions
policy of unfriendly countries showed that
after 2014 there was no significant increase
in the level of integration with the CIS
countries. Also, there was no significant
decrease in integration with non-CIS
countries. The security of external economic
integration remained mainly at the average
level of the ESS.

3. Conclusion

The concept of SRES is presented. The
methodology for diagnosing the level of ESS
of the Russian Federation members based on
the indicators of the Economic Security
Strategy of the Russian Federation has been
developed. The methodology is based on a

hierarchical structure of 58 lower-level
indicators grouped into 15 sub-projections
and 6 main projections. The indicators are
scored on a scale from 1 to 100 based on the
security thresholds and piecewise linear
scaling. Based on the scoring, three
qualitative levels of security of regional
ecosystems are distinguished: low, medium
(or average), and high.

Approbation of the methodology according
to the data of 2010-2020 showed that the
overall level of the security is medium. In
2019, the integrated security indicator for the
Russian Federation was able to exceed the
average level of the security for 2010-2014
by only 1 point, but in 2020 it dropped again
by 14 points. In the Financial Security
projection after 2015, a high level of security
prevails. The situation is worse in the
projections “Technological and
technological ~ security” and  “Social
security”, especially in the context of
individual ~ sub-projections:  “Level  of
investment development”, “Living
standard”, “Consumer security”. The scoring
and qualitative assessment of the indicators
makes it possible to form maps of security
risks and threats for the constituent entities
of the Russian Federation in the context of
projections and subprojections. The level of
risks and threats can be measured on the
same scale and use a similar qualitative
interpretation:

Level of risks and threats
= 101 — Security level.

The methodology allows ranking the
members of the Russian Federation by the
level of security and the level of threats in
general and in the context of projections,
subprojections.
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